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i. GRAMMAR SKILLS
ii. CHECK YOUR PROGRESS
iii. ARTICLE ANALYSIS
iv. THE HINDU VOCABULARY 
v. LEARNING VOCAB WITH IMAGES
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The Ministry of Electronics and Information

Technology is likely to come out with new cyber

security regulations, as indicated by Minister of State

Rajeev Chandrasekhar at a recent cyber security

event. The essence of this regulation will be to put

the onus on organisations to report any cyber crime

that may have happened against them, including data

leaks. Clause 25 in the Data Protection Bill 2021 says

that data fiduciaries should report any personal and

non-personal data breach incident within 72 hours of

becoming aware of a breach. Even the golden

standard for data protection, namely the European

Union General Data Protection Regulation (EU

GDPR), has a clause for reporting data breach

incidents within a stringent timeline.
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While this, in principle, is likely to improve cyber security

and reduce attacks and breaches, why are there

continuing breach incidents every minute? According to

Cybercrime Magazine, if it were measured as a country,

then cyber crime which is predicted to inflict damages

totalling $6 trillion globally in 2021 would be the world’s

third largest economy after the U.S. and China. Apart from

private firms, government services, especially critical

utilities, are prone to cyber attacks and breach incidents.

The ransomware attack against the nationwide gas

pipeline in 2021 in the U.S. virtually brought down the

transportation of about 45% of all petrol and diesel

consumed on the east coast. Hence it is important that

even cyber attacks on government and state-owned

enterprises be reported so that corrective actions can be

taken on the security of critical infrastructure of the nation.
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Given the above complex nature of disclosure,

what could be the possible solutions apart

from enacting rules? The first is that the

government empanel third party cyber

security auditors for the conduct of periodical

cyber security impact assessments, primarily

amongst all the government departments,

both at the national and State level, so that

security threats and incidents can be detected

proactively and incidents averted. The

government can also mandate that periodic

security audit reports be published by private

firms and arrange to conduct surprise security

audits towards enforcements.
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